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Abstract: Electronic card payments are getting more and more popular, mainly because of their
simplicity, convenience, processing time and high level of security. The fact that a single payment card
is issued for a particular cardholder makes it possible to link a card to various services. In this paper,
we investigated a usage of a payment card in the loyalty program that incorporates our Contextual
Risk Management System (CRMS) to assure a novel intangible reward: Shorter transaction processing
time. In the beginning, we emphasize the importance of soft benefits in modern loyalty programs and
recall the risk management algorithms and the reputation system that has been used in the CRMS.
Then, using an extensive dataset of 2.5 million payment transaction traces (collected within a year
from 68 terminals) we estimate potential benefits for merchants and cardholders and try to predict
an effect of this system for the future. We also discuss the impact of this system on the real and
user-perceived security level.
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1. Introduction

A loyalty program (LP) can be defined as “an integrated and interactive system of marketing
actions that aim to make customers more loyal by developing a personalized relationship with
them” [1]. LPs are a powerful marketing tool with plenty of advantages. According to recent
statistics [2,3], 70% of customers are likely to recommend brands with good LPs, 43% of them spend
more money at brands they are loyal to and LP members spend between 12 and 18% more per year than
non-LP members. The same reports show that it costs five times more to acquire a new customer than
it does to retain a returning one. Moreover, lowering the customer churn rate by 5% can increase the
organization’s profitability by 25 to 125%. Importance of LPs has made them a “must-have” strategy
for companies. Hence, it is no surprise that most retailers have introduced loyalty programs to remain
competitive [4].

The heart and soul of a loyalty program are its benefits. They are usually divided info following
groups [5,6]:

1. Hard (tangible) benefits: financial incentives like discounts, free hotel stays, vouchers (coupons,
see [7]), tickets,

2. Soft (intangible) rewards: non-financial like preferential treatment, special events, an elevated
sense of status, services, entertainment, priority check-in, and so on.

The loyalty program will only be successful if the right combination of benefits is chosen [5].
There are a lot of papers in the literature that discussed an issue of rewards in loyalty programs
(e.g., [5,6,8-12]) and their findings are not unambiguous. For instance, an author of [6] claims the
underlying effects of reward types on preferences and intended store loyalty differ depending on
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the level of consumers’ personal involvement. In the case of high personal involvement, intangible
rewards and compatibility with the store’s image, increase LP preference and loyalty. Additionally,
the time required to obtain the reward (immediate/delayed) has no impact. In the case of low personal
involvement, tangible and immediate rewards increase LP preference and loyalty. Compatibility
with the store image does not matter. On the other hand, an author of [5] claims that no loyalty
program should rely on discounts or other price breaks to create loyalty because “customer loyalty
cannot be bought but must be earned”. Furthermore, according to Walker [13], “by the year 2020
customer experience will overtake price and product as the key brand differentiator”. Consequently,
the key benefits should be non-financial and based on special treatment, communication, service and
so on. What is more, traditional financially driven loyalty schemes can become a financial liability
for businesses [14]. Moreover, in some countries, intangible rewards can be enforced by the law.
Until recently, German law forbade selling the same product to different customers at different prices,
e.g., depending on whether or not they were members of LP. That is why German marketers were
forced to develop programs that created loyalty without financial incentives [5].

As shown above, intangible rewards are essential parts of a good loyalty program. Moreover,
such a program should be beneficial for both parties of the transaction. That was our main motivation
to propose a new non-financial incentive for loyal customers: shorter transaction processing time when
a payment card is used [15]. In our previous paper, we presented a Contextual Risk Management
System (CRMS) that is able to dynamically decide whether the cardholder verification is necessary
during the certain transaction, or not. The decision is being made based on the historical transaction of
the cardholder and other contextual factors like transaction amount, length of the queue, the content
of the basket, the actual level of various security threats, and so on. The whole system is also able to
maintain the level of acceptable risk. Its operation was simulated using productive data: more than
1 million of transaction traces collected from 68 payment terminals located in 18 shops, within 6 months.
In this paper, we enhance our previous work and present simulation results of the CRMS using an
extended dataset of productive transactions, containing almost 2.5 million records collected within one
year. What is more, using the data collected from the terminals, we try to quantitatively estimate the
increase of merchants’ income due to application of the CRMS in a newly proposed loyalty program.
This is so-called Card-Linked Loyalty Program: A solution that uses a payment card as a unique
identifier in the loyalty program.

The rest part of this paper is organized as follows. Section 2 presents an evolution of loyalty
programs from trading stamps towards modern solutions, including Card-Linked Loyalty Programs.
We give on overview of goals and benefits of the programs. Especially we emphasize using payment
card-based solutions and their advantages over other loyalty systems. Section 3 briefly recalls the
CRMS: its architecture, used algorithms and main properties. It also compares the system applied in
our studies with possible alternative solutions known from the literature. Section 4 gives a presentation
of the dataset used in our experiments: where and how it has been gathered and how the data is
protected to satisfy legal constraints. This Section contains results of simulations of the CRMS based
on the extended dataset. Section 5 gives the main result of our analysis. It shows an estimation of
anticipated benefits from the usage of the CRMS, to quantitatively express profits of application of our
Card-Linked Loyalty Program in a really existing retail network. The final Section 6 concludes the
paper and maps out future work on the CRMS and related loyalty systems.

2. An Evolution Towards Card-Linked Loyalty Programs

First reward programs started to exist around 1890 in the form of trading stamps: small paper
coupons that were given to customers by merchants. They did not have any value itself, but a customer
(after saving a certain quantity) could exchange them for other goods or services. At first, they were
given to the customers who paid in cash, and not credit. After some time, merchants found that it is
more profitable to give trading stamps to all customers. This form of a reward program gained huge
popularity in the 1910s and 1920s when they spread across gas stations and supermarkets [16].
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The most popular brand of trading stamps in the United States was “S&H Green Stamps”.
It assumed that customers were given redeemable stamps called Green Stamps, based on how much
they bought. This program, at the start of 1960, boasted that it printed three times more stamps than
the number of postage stamps printed by the U. S. Post Office [17].

In the 1970s, trading stamps became less common, because serious inflation forced merchants to
cut costs and discontinue such programs. Their role has been taken by reward programs offered by
groceries, credit card companies and so on. Afterward, in 1981 American Airlines has developed its
own reward program called Advantage Program, with miles as a currency. Since then, the design of
reward program has changed drastically all over the world [18].

An author of [19] divided Loyalty Programs into 4 types:

Type I, where members take an additional discount at register,

Type II, where members take 1 free when they buy n units,

Type III, where members receive rebates or points based on cumulative purchase,
Type IV, where members receive targeted offers and mailings.

Ll e

An essential point in the evolution of reward programs is that how the way of collecting points
and redeeming rewards have changed. As mentioned above, first reward programs were based on
a collection of some dedicated stamps or punching punch cards (Type I and II). In such a program
a customer could be completely anonymous. Such an approach is simple, but from marketing and
data mining point of view is not acceptable. That is why modern loyalty programs are account-based
(Types III and IV) so that it is required that the customer will consciously join the program, by giving
some of his/her personal data and accepting terms and conditions. In such a system the current state of
the customer’s account is kept in a central database. So, the only issue is how a unique identifier of the
customer’s account can be transferred to the Point-of-Sale system during the check-out process. This is
changing in line with the development of technology. Starting from a magstripe card, through cards
with barcode or QR code printed on it, ending with the utilization of smartphones, which can pass the
identification data through NFC interface (like [20]), or display barcodes from various physical cards
(like Stocard [21]). The recent research also presents how to use Blockchain for Loyalty Program [22,23]

There is also an emerging trend observed on the market to use a payment card as a unique
identifier in the loyalty program. Such a technique is called Card-Linked Loyalty [24] and an example
transaction flow can be as follows ([15]): During the payment transaction, a Point-of-Sale (POS) terminal
reads the card number and verifies on the dedicated server if there are some discounts/promotions
to be proposed to the customer. If yes, the customer can decide whether he wants to redeem an
offered reward or not. Also, some bonus points can be added automatically after the transaction to the
customer’s account.

Such an approach has many advantages:

1. It does not interrupt a payment process; Loyalty should be a part of the payment process and
should not interrupt it [24],

2. It will work with payment card emulated via a smartphone through the NFC interface,

3. It does not need to enroll manually or online: sign up to the Loyalty Program during
your payment,

4. It does not require to download dedicated applications, carry another plastic card or print off
rewards or coupons (rewards can be redeemed during the payment process).

This technique is a subject of many U.S. Patents (e.g., [25-32]), but it has been firstly presented in
the book [33], even before electronic card payment gained such a popularity. The author in this book
emphasized the role of additional data that can be gathered from the smart card during the payment
process in order to enable real-time marketing. He introduced the Transaction Richness Quotient that
is a measurement tool rigorously quantifying the added value a particular payment method provides
in real time at the moment of purchase. He also claimed that customer loyalty can be built through
three complementary objectives [33]:
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e  Reward attribution; the ability to attribute rewards to the customer immediately, such as discounts
or free items,

o  Customer knowledge generation; the ability to generate useful knowledge about the customer
and to make it instantly available at the payment terminal,

e  Relationship building; the ability to establish a long-term relationship that is not necessarily
based on financial rewards, but rather on soft benefits like preferential treatment.

Those objectives can be achieved by well-designed Card-Linked Loyalty Program. As described
in Section 1, the solution described in this paper can be used is such LPs in order to assure soft benefit,
which is the shorter transaction processing time.

The primary goal of a loyalty program is to establish a relationship with the customers that turn
them into long term loyalty customers [18]. There are also other main goals of the loyalty program
(see Figure 1):

e  Win a new customer. This can be done in two ways [18]. Firstly, satisfied LP members increase
their word of mouth advertising. Secondly, the value of the LP benefits themselves is so attractive
that non—customers join the loyalty program. These new members will eventually try the product
and will continue using it after a satisfactory initial experience.

e  Build a strong database. A correctly designed loyalty program allows building a valuable
database containing socio-demographic data together with information on purchase behavior
(purchase frequency, brand usage) and preference data. This information is normally very difficult
to obtain and used in a professional way can be a strategic weapon,

e  Support other company departments. The database created in the scope of the previous point
can assist other departments such as R&D, product marketing, or market research,

e  Create communication opportunities. It allows for creating direct and personalized communication
to the customer.

Win New Build a strong
Customers database

Increase in:
Customer « Revenue Increase the level of
Loyalty *  Profit security/perception
» Market Share of security
Create Support other
communicaton company
opportunities departments

Figure 1. Main Goals of Customer Loyalty Programs, based on [5].

There is also an additional factor that can be treated as a goal of loyalty program: increase the level
of security /perception of security. Nowadays, the cybersecurity is a field of knowledge extensively
studied from different points of view, e.g., as development and implementation of new security
countermeasures and security management schemes [34], as socioeconomic studies regarding the
customer reactions following a major data breach [35], and as a range of technical and sociotechnical
security controls applied from inside and outside of firms to detect threats, vulnerabilities and
frauds [36]. In our approach an increase of transactions’ cybersecurity is an indirect impact on
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consumers’ loyalty. In the era of various cyber-threats, the customer must feel safe in order to allow
him to create a personal relationship with the seller. It is especially crucial in the e-commerce market
because consumers’ attitudes and beliefs about security have significant effects on the intention to
purchase online. This is possible because customers no longer interact with a salesperson and must
rely on electronic payment methods, which increases their perceived risk [37]. A lack of perceived
security is a major reason why many potential consumers do not shop online because of common
perceptions of risks involved in transmitting sensitive data, such as credit card numbers, across the
Internet. Consumers, who provide personal information during transactions, assume the risk of having
this information compromised [37].

3. Contextual Risk Management System for Card-Present Payment Transactions

In this section, we will familiarize the reader with the subject of contextual risk management in
card-present (CP) payment transactions and present our solution called Contextual Risk Management
System (CRMS).

A key motivation to investigate this issue is the fact that currently each card-present payment
transaction is processed with constant parameters and rules (for instance, a request for a PIN entry
when the transaction amount exceeded certain limit). Such an approach is simple, but not effective from
multiple viewpoints. Not each payment transaction is related to the same level of risk. There is also a
common perception that usability and security are competing goals ([38,39]), so it would be valuable
to create the solution that will allow improving the usability of card-present payment transactions and
will not destroy the security.

The security of modern card-present payment transaction is usually assured by the usage of
two-factor authentication that utilizes the following components [40]:

1.  What you have—a payment card that cannot be cloned (in case of modern chip cards),
2. What you know—a secret PIN code.

The fact that there is no possibility to clone chip cards causes that card-present payment
transactions are only prone to the usage of lost or stolen cards. The analysis created by National
Bank of Poland [41] presents the level of fraudulent transactions based on data gathered from Issuers
(Banks) and Acquirers. It shows that:

e  The number of transactions made with lost or stolen cards accounts for approximately 13% of all
fraudulent transactions recorded by Issuers,

e  According to acquirers, the number of fraudulent transaction accounts for 0.001% of all
processed transactions.

As one can see, the probability that the given transaction is performed using a lost or stolen card in
really low. Consequently, the main idea behind the contextual risk management in payment transaction
is that it is possible to occasionally resign from some security mechanisms (e.g., PIN verification) when
the level of risk related to the current transaction is below a certain limit.

The issue of context, contextual security and risk management are very popular in modern
IT solutions. The important Gartner’s report [42] has predicted contextual security solutions with
adaptiveness a perspective approach to information security solutions in general. Now there are a
lot of papers, norms and patents regarding those topics. For example, the standard [43] depicting
information security risk management techniques is now fundamental in the area of information
security management. It is supported by the standard of [44] defining external and internal context
in details.

The issue of the contextual risk management in CP payment transaction has been firstly addressed
by us in [45], where we proposed a new Cardholder Verification Method: One-time PIN. It assumed
that each transaction was authorized online and the decision whether a PIN verification was necessary
or not, should be made by the Issuer based on various contextual factors (like merchant’s location,
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time of the transaction, cardholder’s reputation, the actual level of various security threats, etc.).
In the case of a positive decision, encrypted PIN (or One-time PIN) was sent back to the terminal
and a payment application verified if the encrypted PIN entered by the cardholder was the same as
the one received from the Issuer. The mentioned paper showed that the research area of contextual
risk management in payment transactions can bring a lot of benefits for various actors involved in a
payment process.

Another approach has been proposed in [46], where we described the solution that allows to
control payment transaction flow and decide whether the transaction should be authorized online or
offline. The decision-making algorithm used in the solution utilizes, among other contextual factors,
the value of cardholder’s reputation calculated using a dedicated reputation system. Unfortunately,
the mentioned system is not capable to detect all suspicious behaviors because it is not able to consider
all possible transaction flows.

In order to improve and extend the previous solution, in the paper [47] we proposed a new
Cardholder’s Reputation System. It is able to cover all possible transaction flows and it assumes
that each transaction flow has a constant rating assigned to it. After the transaction performed with a
certain flow, a cardholder receives a proper rating. To gauge the cardholder’s reputation before the
forthcoming transaction, the system calculates a weighted average of ratings from last N transactions.

An interesting patent has been proposed by Tomasofsky et al. [48]. They classified the reputation
into 4 values: Excellent, Good, Neutral and Negative. Furthermore, they connected these values with
transaction limits. For example, in case of Neutral reputation there is a transaction limit equal to 5,
Transaction Spending Limit equal to $100, Daily Spending Limit equal to $200 and Weekly Spending
Limit equal to $500.

All above-mentioned papers described various modifications and improvements to be used in
the present card payment ecosystem. However, they were tested using synthetic datasets (prepared
based on experts’ knowledge), because of the scarcity of production data. There are a lot of papers that
describe transaction traces. For example, the authors of the report [49] describe Transaction Context,
Product Price and Demography, while the papers [50,51] depict Product Type. However, all these
papers describe online transactions; to the Authors’ best knowledge there is no paper that describes
traces from the terminal. It was the main motivation for our further research described in the paper [52].
We proposed there a new approach to collect and analyze transaction traces gathered directly from
a payment terminal. What is more, we have made an experiment in a production payment system,
where we collected and analyzed more than 1 million transaction traces gathered from 68 payment
devices located in 18 shops, within 6 months.

Based on our previous findings described above, in the paper [15] we proposed a complete
solution called Contextual Risk Management System (CRMS). In the rest part of this section, we will
briefly demystify key functionalities of the system and highlight used algorithms and methods.

At first, we will recall the key requirements that we had taken before we designed the system.
We assumed that:

1. The system is responsible for making the dynamic decision whether the cardholder verification
should be performed during the certain transaction or not,

2. It must be able to use some contextual factors in the decision-making process,

It must maintain the level of risk caused by the usage of the system,

4.  The solution must be able to work with transactions performed using the contact and contactless
payment cards,

5. The whole solution must operate on tokenized card data ([53]). Thanks to that it would not be
a subject of Payment Card Industry Data Security Standard (PCI DSS, [54]) and requirements
caused by General Data Protection Regulation (GDPR, [55]) are less strict because tokens are
treated as pseudonymized personal data.

@

A high-level architecture of the system can be found in Figure 2. The transaction flow that involves
usage of the CRMS looks as follows:
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1. Payment terminal reads card’s data, tokenizes it and sends a request containing transaction
amount and card token to the CRMS,

2. CRMS runs the decision-making algorithm and decides whether the cardholder verification step
should be performed or not,

3. CRMS sends the response to the terminal, and the transaction is processed according to the
system’s decision.

/ MERCHANT DOMAIN \ ACQUIRER ISSUERS

DOMAIN DOMAIN

CONTEXTUAL RISK

MANAGEMENT
SYSTEM / \

N

e 7k J

Figure 2. High-level Contextual Risk Management System architecture, based on [15].

The decision-making process looks as follows (see [15]):

_ , @

Riskcyrr < Riskpay = without Cardholder Verification
Riskcyrr > Riskpyae = with Cardholder Verification

where Risk;;,x denotes the maximum risk accepted by the merchant for a given transaction, and Risk;+
is the level of the risk connected to the current transaction.
The value of Risky,x can be dynamically adjusted taking into account some contextual factors
like the content of the basket, the length of the queue, the actual level of various security threats, etc.
Generally speaking, the risk associated with a usage of the proposed system can be calculated
as follows:

Riskeyrr = acyrr * p, )

where a denotes an amount of the current transaction, p is the probability that the current transaction
will become fraudulent.
On the other hand, in order to take the Cardholder’s Reputation into account, following extension
can be proposed:
Riskeyrr = acurr x p * f(R), (3)

where f(R) denotes an impact of Cardholder’s Reputation on theoretical risk. One can easily spot
that the calculated Risky,r denotes the maximum theoretical loss per each transaction. f(R) function
should fulfill the following requirements:

e  Should approach infinity for R — Ry,
e  Should have its minimum value for R = Ry;5x.
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It is worth noticing that the shape of f(R) function has an impact on a few important facts:

e  For which R, f(R) = 1: it means for what reputation, the calculated risk is equal to the
estimated one?

e  Whatis f(Ryax): €.8. if f(Rmax) = 1/2, it means that maximal reputation causes that calculated
risk is half of the estimated one?

Assuming that the reputation R € (0, Ryax), a good example of the function f that fulfills
above-mentioned requirements, can be as below and in the Figure 3:

1) ifR=0
f(R):{ sie iR € (0, Ryax) @)

Iz
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Figure 3. An example of the f(R) function, where Ry;x = 10,4 =10and b = 1.
3.1. Fraud Probability

There are a few types of Card Frauds: cloned card (skimming), usage of lost or stolen card or stolen
card data to perform eCommerce transaction. Basically, presented CRMS is only vulnerable to the
transactions made with the lost or stolen card, because it operates only with EMV compliant smartcards
(these cards are not prone to cloning), and because it works only for card present transactions.

Next, we will try to evaluate the fraud probability by the example of the Polish market. The report
created by the National Bank of Poland [41] presents the level of fraudulent transactions based on data
gathered from Issuers (Banks) and Acquirers. It presents that:

An average amount of fraudulent transaction is 830.40 PLN,
The number of transactions made with lost or stolen cards accounts for approximately 13% of all
fraudulent transactions recorded by Issuers,

o  According to Acquirers, the number of fraudulent transaction accounts for 0.001% of all
processed transactions.

It is worth mentioning that we forecast the presented system to operate (on Polish market) for
transactions with the maximum amount of 200 PLN. Based on that, we estimate fraud probability at
the level of 0.000001. This is the value used for further simulations. For more details please refer to [15].
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3.2. Cardholder’s Reputation System

The cardholder’s reputation R is the reputation value calculated using a formula described in [47].
It is calculated as a weighted average based on flows of past N transactions performed by a given
cardholder. Weights are calculated using following formula:

1 __fnthi n—i—1)%2
st = g T s ente( LAV E2

+Xm) , ©)
where 7 is the index of current transaction, i is the index of i-th transaction, ¢; is time of i-th transaction,
t, is time of current transaction, AvgT is the average distance between transactions, Tt is the
reputation system parameter (the decay factor), erfc is the Complementary Error Function, x; is
the reputation system parameter (a dispersion parameter of the erfc function), x;, is the reputation
system parameter (a concentration parameter of the erfc function [56]).

Calculated Reputation is between R;;;;, and Ry values:

Bmin if ﬁnfz' < Rmin

Ry =14 R,_; ifR,_; € (Ryin,Rimax) , wherei € (1,N) . (6)
Rmax if Rn—i > Rmax

This formula was proposed based on the series of tests and simulations. For more details please
refer to [47].

4. The Experiment

As described in Section 1, in order to perform an accurate estimation of profits that can be taken
from the usage of the CRMS in a Card-Linked LP, at first we redid simulations described in the
paper [15] using the extended dataset of productive transaction traces, originally described in the
paper [52]. The mentioned dataset is around two times bigger than previously used. It contains
2,463,203 transactions’ traces made using 293,795 unique payment cards, collected within 1 year in
18 shops belonging to one of the retail chains. All those shops are located in the Northwest region of
Poland, near the border with Germany. The location of the shops causes that there is a part of the traces
that illustrates occasional buyers, but the rest part of the traces is sufficient to build the reputation
system. Moreover, buyers did not know if their payment is recorded—that is why the results is not
intentionally abused. The technique used to fulfill security requirements is called pseudonymization;
that is why a couple of records can be linked to the one person, but the person is not known.

The aim of the experiment was to simulate “what will happen if the proposed CRMS was
deployed in the given retail chain”. To do so, we implemented all the above-mentioned mechanisms
and algorithms, and simulated operation of the CRMS in production. To do so, we implemented
dedicated Python’s scripts with following libraries:

NumPy (fundamental package for scientific computing [57]),
pandas (the library providing high-performance, easy-to-use data structures, and data analysis
tools [58]),

e  Matplotlib (plotting library [59]).

An example of such a function can be seen in Figure 4. We wrote our scripts in IPython [60]
(the system for interactive scientific computing). As an IDE (Integrated Development Environment)
we used Jupyter [61]. After that, we took the transaction history of each card token and checked
which historical transaction would have been processed without cardholder verification. After that,
we performed various analyses on the received results, including:

o  What was the number of transactions selected to be processed without cardholder verification?
e  What was the summary amount of the transactions above?
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What was the number of cardholders with almost one transaction promoted by the CRMS?
What was the total gain in time caused by the usage of the system?
What was the maximum loss caused by the usage of the system versus maximum loss when no
cardholder’s reputation was taken into account?

e  What was the maximum cost for the merchant to gain one minute of time, to promote one
transaction, and to promote one cardholder?

def inticaicicurlir (trans, date):
avg t =0
reputation = 0

for i in range (-1, -past_trans-1, -1):
avg t = avg_t + (date - trans.iloc[i].date).days
avg t = avg t/past trans

for i in range(-1, -past trans-1, -1):
value = trans.iloc[i].rate

time diff = (date - trans.iloc[i].date) .days
exp = 1/2
if avg t !'= 0O:
exp = (L/2)*np.exp(-(time diff / (t rt*avg t)) )
erfc = special.erfc( ( ( -(i+l) * 2) / xd) + zm)
reputation += value*exp*erfc
return reputation

Figure 4. An implementation of the function that calculates Cardholder’s Reputation.
We performed 16 simulations for values of Risk;.x (expressed in the Polish currency:
PLN—"Polish zloty”) from the range between 0.005 PLN and 0.02 PLN, which correspond to the

maximal transaction amount without a cardholder verification from 50 PLN up to 200 PLN. In the rest
part of this section, we present the results of our simulations.
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Figure 5. Customers with at least 1 transaction selected.

Figure 5 presents the number of customers with at least 1 transaction selected by the CRMS for
processing without PIN verification, during a simulated period of time. This number varies from
24,493 to 49,933, which is from 8.33% to 17% of all recorded card tokens. On the other hand, the number
of all selected transactions can be found in Figure 6. It shows that this number varies from 127,313
up to 305,691, which is from 5.17% to 12.41% of all transactions. It is worthy to note that the total
amount of selected transaction varies from 3,247,951 PLN to 15,822,076 PLN, see Figure 7. It is also
worthy to mention that we received much better result than during our first simulation described in
the paper [52] (6.19% to 12.49% and 4.58% to 10%, respectively), but still they are relatively low. In our
opinion, such a situation could happen because the transaction traces have been collected near the
Polish-German border, where there are a lot of tourists visiting this area and buying goods and services
occasionally. Moreover, nowadays the majority of cardholders are using more than one payment card.
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Figure 6. Number of selected transactions.

Figure 8 shows the time gained because of the usage of the CRMS. It has been measured as a
difference between the summary amount of transaction processing time originally observed in the
productive transaction traces, and the results of simulations (when the CRMS was enabled). This time
varies from 9353 up to 24,029 min, which stands for 155.9 to 400.5 h. This result is almost 3 times bigger
than previously (58.5 up to 135.5 h). We must admit that this time is very impressive, considering that
we analyzed transaction traces from 18 stores collected within one year. Next, in Figure 9 one can
see the collation between theoretical maximal loss caused by the usage of the CRMS and maximal
loss calculated from the results of our simulation. In other words, it shows an impact of cardholder’s
reputation and f(R) function on maximal losses. Such a perspective is valuable during setting the
CRMS’s parameters. As expected, new results show that maximal losses increase proportionally to
the gain of time. Finally, Figure 10 shows the maximal cost that must be paid for rewarding a single
cardholder (to select at least one transaction made by a certain cardholder), selection of one transaction
or for gaining one minute of processing time. Such a piece of information is crucial for the merchant
during the selection of accepted risk for the CRMS.
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Figure 7. Total amount of all selected transactions.
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Figure 8. Time gained caused by the usage of the system.
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Figure 10. Max cost per one promoted cardholder, selected transaction and gained minute.
5. Profits Estimation

There is no doubt that the key benefit of the usage of the CRMS is a reduction of average
processing time during a payment transaction, keeping the risk on the accepted level. In order to begin
an estimation of real profits, we changed simulation scripts described in the previous section, so that
it will be possible to illustrate how the selection of the payment transaction will be changing in time.
Additionally, we focused on one representative value of Risk;;,y equal to 0.01. Results can be observed
in Figures 11 and 12. Based on them we can admit that:
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1. The time required for the CRMS to achieve a destined number of selected transactions to be
processed without cardholder verification is about 3-4 months,
2. During the first month since the CRMS started, the profits are negligibly low.

24017
20782 -

201705 201706 201707 201708 201709 201710 201711 201712 201801 201802 201803 201804
Month [YYYYMM]

Number of transactions

Figure 11. A number of selected transactions per month, for Risk;;y = 0.01.
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i
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Figure 12. A simulated gain of the time per month, in seconds, for Risk.x = 0.01.

In order to estimate the real gain of time, we took the most pessimistic assumption that the start
of the Loyalty Program did not have an impact on the number of transactions and on their amounts.
Additionally, according to the information published by ZenCard Loyalty Program (a Card-Linked
Loyalty Program from Poland, see [62]), around 60% of customers that pay with a payment card join
to their service. We can safely assume that the majority of customers which transactions have been
selected during our simulation would have joined such a loyalty program. In the view of above, for the
purpose of our estimates, we have adopted that 80% selected transactions had been performed by
the clients belonging to the loyalty program. Additionally, assuming that the gain of time for a single
transaction is constant and that there was the same number of selected transactions for each payment
cards, an estimation of gain of time for Risk;,,; equal to 0.01 can be observed in Figure 13.

From our results, we can see that after the CRMS reaches its full performance, the gain of time for
the analyzed 18 shops will be around 21.2 h per month. This value can be further recalculated to direct
profits like savings from overtime, but this strongly depends on a given shop.

There are also some additional benefits for a merchant from having a loyalty program, for example,
an increase in the value of the transaction, the number of clients, etc. However, it is not possible to
estimate such benefits because they strongly depend on other features of a loyalty program, for instance,
whether it gives some tangible rewards like discounts, coupons, and so on.
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Figure 13. An estimated gain of the time per month, in hours, for Risk;;zx = 0.01.
6. Conclusions

In this paper, we presented the estimation of the benefits for payment transaction parties that can
be gained from the usage of Contextual Risk Management System in Card-Linked Loyalty Program.
We did our estimation based on the results of the simulations performed using almost 2.5 million traces
of productive payment transactions from Polish shops. Our findings have shown that the CRMS can
bring significant benefits for both: merchants and cardholders, and it is a valuable source of intangible
reward in the loyalty program: shorter transaction processing time. Of course, our model can be
utilized in different countries, but similar tests have to be conducted there. The reputation calculation
model proposed in our considerations is simple but sufficiently flexible to adapt its parameters to
customers’ shopping habits in different countries, including frequency, volume, contents of the basket,
etc. So, the proposed Card-Linked Loyalty Program is quite universal and can be implemented in any
national, cross-border or international retail network.

The crucial component of our loyalty system is the reputation system, the CRMS. The mode of
action of the CRMS allows to occasionally skip the cardholder verification during the transaction
processing. This fact makes the cardholder aware that the PIN verification is not only a technical
activity, but it is a factor strictly related to the security of the transaction, depending on cardholder’s
reputation and his/her activity. The way how the CRMS works gives an impression of constant dialog
between the system and the cardholder. He/she can be sure that the system will react appropriately
to his/her behavior. If only the system allows skipping a cardholder verification during the first
transaction (for the amount above cardholder verification limit), it will indicate to the cardholder a
failure of the system. An evolution of the proposed solution could give a cardholder the opportunity
to choose if he/she would like to redeem shorter transaction processing time or to continue building
the reputation, saving it for the future transactions. Moreover, the CRMS is part of the modern trend
of increasing the limits of payment transactions without authorization, especially after COVID-19
experience [63,64]. In our system, instead of checking the PIN for randomly chosen transactions
below the increased fixed limit, we propose building the customer reputation. This solution allows
maintaining a similar level of the transaction risk, and also builds a specific bond between the customer
and the retail network.

Our model of Contextual Risk Management System in Card-Linked Loyalty Program has been
proposed and tested for the card-based payment transactions. However, it can also be used for other
e-commerce transaction whether 3D Secure should be used or not. It could be used for other security
solutions for the payment systems, but such applications need additional studies to be practical
applicable.

In our opinion, it would also be valuable to focus future research on various enhancements in
simulation process (e.g., to collect traces also from Point-of-Sale (including the length of the queue,
the content of the basket, and so on)). Such modifications would be suitable for extension of the model
to an adaptive solution where the decision on how to authorize the transaction would depend not
only on the customer’s current reputation, but also on the degree of crowding the store. The system
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would decide whether to expedite a transaction or build a customer reputation for future transactions.
The preparation of a pilot implementation of the whole solution and interrogative survey among a
group of cardholders, inquiring about an attitude to such a system, would also be worthwhile.
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